Office of the Sheriff
Somerset County, Maryland

General Order: 01‐14‐25
Effective Date: September 1, 2014
Revised Date: October 1, 2013
Chapter 27
Section 1
Computer Systems

1. Purpose
A. To establish a policy for Somerset County Sheriff’s Office civilian and sworn employees who
have access to Information Technology (“IT) systems as a tool for conducting Sheriff’s Office
business.
B. To establish direction, procedures, and requirements to ensure the appropriate protection
of Sheriff’s Office information and equipment during Internet connections and electronic
communications.
C. To define acceptable access to and use of network, Internet and e‐mail resources on
Sheriff’s Office equipment.
D. To prohibit employees who access Sheriff’s Office resources (i.e. Internet and/or email) from
conducting any activities prohibited by federal, State, and/or local law or regulation, or
Sheriff’s Office policy.
E. To establish that there shall be no expectation of privacy in the use of email or Internet
communications when conducted over or with Sheriff’s Office provided equipment or
resources.
2. Software Licenses and use
A. Users shall not download or install software (i.e. games, music, screen savers, wall paper,
etc.)Unless authorized by the Sheriff and IT Department personnel.
B. Sheriff’s Office personnel will abide by State of Maryland Software Code of Ethics, and all
applicable federal and State statutes and regulations pertaining to use of computer
hardware and software including, but not limited to, federal copyright laws. Unauthorized
copying, altering, modifying, merging, transferring, decompiling, or reverse assembly of
licensed software is strictly prohibited.
C. Licensed software will only be installed by IT Department personnel or the Sheriff’s
designee.
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3. Personally Owned Data Processing Equipment
A. Processing or storing sensitive or non‐public information on non‐Sheriff’s Office owned data
processing equipment is prohibited unless approved by the Sheriff and IT Department
personnel.
B. No personally owned data processing equipment may be connected to the Sheriff’s Office
network without permission from the Sheriff and IT Department personnel.
C. Requests to use personal data processing equipment for such use will be submitted in
writing on a Somerset County Sheriff’s Office Form 17 to the Sheriff, forwarded through the
appropriate channels.
D. The employee understands that he/she bear full burden for the costs associated with
hardware, peripherals, and antivirus software that may be required due to their misuse.
E. Unauthorized access and disclosure of any information, records, or files residing on the
Sheriff’s Office private network is strictly forbidden.
F. Any unauthorized attempt to gain entry to a system or use of unauthorized software, such
as network port scanners, is strictly forbidden.
4. Use of Electronic Communications in General
A. Internet and email resources are provided to enhance Office communication and to conduct
Sheriff’s Office business. Employees are required to use these resources in an ethical and
lawful manner. Access to Office email or Internet services may be wholly or partially
restricted without prior notice and without prior consent. The following policies and
procedures regarding Electronic Communications will apply:
1) Employees accessing the Internet or other electronic communications through
county resources must be aware that these activities will be monitored.
2) Electronic communications that are not secure or encrypted should not be used to
send information that is sensitive or not for public consumption.
3) Somerset County Sheriff’s Office internal information should not be placed on
computer systems connected to internal Sheriff’s Office networks, unless the
persons who have access to those systems have a legitimate need‐to‐know.
4) Care must be taken to properly structure comments and questions posted to
mailing lists, public news groups, information related to confidential Sheriff’s Office
matters must first be cleared with the Sheriff or Chief Deputy prior to being placed
in a public access spot on the Internet.
5) Often electronic communications are not a protected form of communication and
may be subject to a discovery motion in a criminal case, civil case, or internal
investigation.
6) Use of the Internet and email shall be consistent with the Somerset County Sheriff’s
Office goals and will not compromise the integrity or the security of the Sheriff’s
Office information systems.
7) Employees shall conduct their actions to ensure that Internet and email services are
not disrupted.
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8) Employees are accountable for the content of files and messages they send via
email and download from the Internet. All documents, reports, web pages, files,
messages, and similar items, generated through the Internet and email are subject
to all applicable federal and state law and this policy.
5. Prohibited Acts
A. The Sheriff’s Office prohibits the use of office electronic communications systems for
any purpose that could strain or compromise these resources. The Sheriff’s Office also
prohibits electronic communications that will interfere with the use of these resources
by other employees. Toward this end, Sheriff’s Office resources will not be used to:
1) Perpetuate chain email letters or their equivalents. This includes letters that require
the recipient to forward an email to a specified number of addresses in order to
achieve some monetary, philosophical, political, superstitious or other goal. Emails
that are of a multilevel marketing or pyramid‐selling scheme are illegal in many
places are specifically forbidden under this policy.
2) Create and/or send spam
3) Send or/encourage letter bombs
4) Send email related to political campaigning or solicitations.
5) Make a post, messages that discriminate based on gender, race, religion, color,
ethnic or national origin, political beliefs, marital status, age, sexual orientation,
social and family background, linguistic preference, disability.
6) Send or post communications containing slanderous or libelous statements
inflammatory, critical or derogatory remarks, proposals or harassing materials
and/or messages. This includes, but is not limited to sexual harassment and
intimidation.
7) Engage in activities which are prohibited under local, State or federal law.
8) Engage in activities which violate the Somerset County Sheriff’s Office Code of
Conduct.
9) Access blog sites.
10) Transmit, receive or store obscene, fraudulent or harassing materials and/or
messages. This includes, but is not limited to motion pictures, electronic or other
visual reproductions which exhibit or show any motion picture film, still picture,
electronic reproduction or other visual reproduction depicting obscene material as
defined above. This also includes transmission of harassing messages or email.
11) Reveal address and/or telephone number of other employees.
12) Obtain through personal gain through the use of Internet and email. This includes
but is not limited to purchases or inquires pertaining to trades, auctions or other
personal commerce such as buying and selling stocks and/or bonds, making
personal travel arrangements and/or reservations, buying, etc.
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13) Provide Internet and email capabilities to any person who is not employed by
Somerset County.
14) Set up instant message service through the Internet, i.e. AOL IM, MSN IM, ICQ and
or IRC, etc., except for official investigations when utilizing the CapWin system.
15) Engage in chat room conversations except for official investigations or when
utilizing the CapWin system.
16) Establish a website or homepage purporting to be the official website of the
Somerset County Sheriff’s Office without the approval of the Sheriff.
17) Engage in the exchange of information inconsistent with official business of the
Somerset County Sheriff’s Office. Examples include: pirated software, purloined
passwords, and inappropriate written or graphic material.
18) Reveal or publicize sensitive, confidential or proprietary information which includes,
but is not limited to:
a) Financial information
b) Sheriff’s Office strategies or plans
c) Databases and the information contained therein
d) Personnel and unit information
e) Technical product information
f) Computer/network access codes
g) Business/official relationships, and;
h) Official orders, policies and procedures
19) Transmit commercial software or any copyrighted materials
20) Access and use another employees logon and password
6. Personal Usage
A. Use of Somerset County Sheriff’s Office electronic communications resources for
personal reasons are permissible so long as no business/official capacity is preempted
by the personal use, the activity does not interfere with the employee’s duties, and the
use conform to this policy.
7. Email
A. Departmental Property
1) The Somerset County Sheriff’s Office encourages the business/official use of email.
2) Electronic communications systems and all messages generated on or handled by
electronic communications systems owned or operated by the Somerset County
Sheriff’s Office, including the back‐up copies, are the property of the Somerset
County Sheriff’s Office, and are not the property of the users.
B. Email Use
1) Correspondence via email is not guaranteed to be private. Confidential emails
should not be sent without encryption.
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2) Email is monitored for security and/or network management reasons. Users may be
subject to limitations on their use of resources.
User Separation
1) All Sheriff’s Office employees will have unique user names and passwords to access
the email system, in order to provide the ability to separate and identify the
activities of different users.
Message Privacy and Monitoring
1) Correspondence via email is not guaranteed to be private. Confidential emails
should not be sent without encryption.
2) Regardless of the circumstances, individual passwords will never be shared or
revealed to anyone besides the authorized user. To do so exposes the authorized
user to responsibility for actions the other party takes with the password.
3) The Somerset County Sheriff’s Office cannot guarantee that communications will be
private. Employees should be aware that electronic communications could,
depending on the technology, be forwarded, intercepted, printed, and stored by
others. Furthermore, others can access electronic communications in accordance
with this policy.
4) It the policy of the Somerset County Sheriff’s Office not to regularly monitor the
content of electronic communications. However, the content and the usage of
electronic communication systems may be monitored to support operational,
maintenance, auditing, security, and investigative activities. Users should structure
their electronic communications in recognition of the fact that the Somerset County
Sheriff’s Office will, from time to time, examine the content of electronic
communications.
Forwarding Messages
1) Recognizing that some information is intended for specific individuals and may not
be appropriate for general distribution, electronic communications users should
exercise caution when forwarding messages. Sheriff’s Office sensitive information
must not be forwarded to any party outside the Sheriff’s Office without the
approval of the Sheriff.
Purging messages
1) Messages no longer needed for business/official purposes will be periodically
purged from their electronic message storage on the Sheriff’s Office email system.
Messages which are purged by the user will be backed up on the email server for
archive purposes.
2) It is the policy of the Somerset County Sheriff’s Office to maintain all electronic mail
communications for a period of two years from the date the message was
transmitted. IT personnel will back up electronic messages to a separate data
storages media.
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3) If the Somerset County Sheriff’s Office is involved in a litigation action, all electronic
messages pertaining to that litigation will not be deleted until the Sheriff or his
designated representative has communicated that it is legal to do so.
G. Network Monitoring
1) The Somerset County Sheriff’s Office reserves the right to review any material on
user accounts for purposes of ensuring compliance with proper use as defined in
this chapter and maintaining adequate file server space. In reviewing and
monitoring user accounts for the purpose of determining adequate file server
space, the Somerset County Sheriff’s Office will respect the privacy rights of user
accounts as it related to Sheriff’s Office business.
2) There shall be no expectation or assumption that any communication or
information accessible via the network is a private communication or is private
property.
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Office of the Sheriff
Somerset County, Maryland

General Order: 01‐14‐25
Effective Date: September 1, 2014
Revised Date: October 1, 2013

Section 2
Information Technology Security Policy

1. Scope
A. All employees of the Somerset County Sheriff’s Office are responsible for protecting
information from unauthorized access, modification, disclosure and destruction. This
policy covers all information that is electronically generated, received, stored, printed,
filmed and typed.
B. Any deviations from this policy requires the approval of the Sheriff.
2. Purpose
A. The Chief Deputy is responsible for developing and implementing the Somerset County
Sheriff’s Office IT security policies and procedures.
3. Responsibilities
A. All Sheriff’s Office personnel are responsible for adhering to security policies, and the
following responsibilities have been designated in order to establish a clear line of
authority.
B. All users are responsible for:
1) Exercising due diligence in in carrying out the IT security policy.
2) Being accountable for their actions relating to their use of all IT systems, and
3) Using IT resources only for intended purposes as defined by policies, laws and
regulations of the federal government and the Somerset County Sheriff’s Office.
C. Any deviations from this policy will require the approval of the Sheriff or his designee
and IT Department personnel.
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4. IT Incident Process
A. Security Breaches – Any employee who becomes aware that sensitive SCSO information
is lost, disclosed to unauthorized parties, or suspected of being lost or disclosed to
unauthorized parties, must notify the Sheriff, Chief Deputy and IT Department
immediately.
B. Any employee who becomes aware that unauthorized use of SCSO information systems
has taken place, or is suspected of having taken place, must notify the Sheriff, Chief
Deputy and IT Department immediately. Similarly, whenever passwords or other system
access control mechanisms are lost, stolen, or disclosed, or are suspected of being lost,
stolen, or disclosed, the Sheriff, Chief Deputy and IT Department shall be notified by the
employee with knowledge by the employee with knowledge.
C. Because it may indicate a computer virus infection or similar security problem, all
unusual systems behavior, such as missing files, frequent system crashes, and the like
must be reported to the IT Department.
5. Reporting of Security Breaches, Policy Violations and Criminal Acts involving SCSO Computers
and Networks.
A. The following steps will be followed by employees when reporting IT policy violations:
1) In instances when a violation is discovered, the following will occur:
a) Notice of the violation will be forwarded through the chain of command to
the Sheriff.
b) The Sheriff or his designee will contact IT personnel to determine how to
analyze the system and collect data for evidentiary purposes.
c) If a violation occurs on a Mobile Data Computer, it will be removed from
the Deputy’s assigned patrol vehicle and stored for analysis.
d) The Sheriff may contact the Maryland State Police Internal Affairs Section
or Computer Crimes Section regarding any violation, as applicable.
6. Virus Protection
A. All computers that store and/or access nonpublic information will have the following
controls:
1) User ID and password to control access at logon and,
2) Virus protection

8

Office of the Sheriff
Somerset County, Maryland

General Order: 01‐14‐25
Effective Date: September 1, 2014
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Section 3
Mobile Data Computers and Laptops

1. Mobile Data Computers Mounted in Vehicles (MDC)
A. Use of Mobile Data Computers
1) No changes will be made to any MDC without the approval of the Sheriff or Chief
Deputy. This includes installing/removing software, or making any changes to the
operating system.
2) Users will not download or install software (i.e.) games, music, screen savers,
wallpaper, etc.) unless authorized by the Sheriff or Chief Deputy. ( Refer to
additional guidance in the State of Maryland Software Code of Ethics Form,
Department of Budget and Management’s Policy Number 95‐1)
3) The MDC will not be used while the vehicle is in motion.
4) The Somerset County Sheriff’s Office reserves the right to review any material on
MDC user accounts for purposes of ensuring compliance.
5) There shall be no expectation or assumption that any activity via the MDC
material is private property or constitutes a private conversation.
2. Care of Equipment
A. The MDC will be securely locked into place on the docking station while the computer is
in the vehicle. The key for the lock will not be left in the vehicle; it will be kept with the
vehicle operator.
B. Although the computer is a rugged model, care must still be used in handling it. Avoid
exposing the computer to moisture, including rain and snow, and beverages.
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C. The MDC is capable of operating in extreme temperature conditions; however, it may
not function properly until it returns to ideal operating range. In extreme cold, the
computer may not function until the unit heats up. In extreme heat of summer, the unit
may not function until the ambient temperature of the vehicle has cooled down.
D. Care will be used in cleaning the screen of the MDC. An antistatic cleaning cloth should
be used to clean the screen. Another cleaning method is to use a soft cotton cloth lightly
moistened with water. No cleaners of any type, such as Windex, will be used on the
screen or computer.
E. For MDCs that have a touch screen, only use a fingertip or the supplied stylus, or plastic
tipped pens, intended for use with a touch‐sensitive screen. Never use an actual pen or
pencil or other sharp object on the surface of the hand‐held screen.
F. Any maintenance or repairs that need to be done to the MDC will be completed by the
manufacturer.
G. The MDC will be removed from the vehicle when the vehicle is left unattended for an
extended period of time.
3. Software updates:
A. All users of an MDC will be familiar with the method for updating the antivirus software
that is installed on the MDC. Detailed instructions will be provided with each computer
on how to do this.
B. The user will ensure that a check for antivirus updates is made every day that the
computer is used. This update should occur at the start of the shift or as soon as it is
practical.
C. When prompted by the computer, Microsoft updates will be installed.
4. Air Cards – SCSO Issued
A. All air cards will be obtained and controlled by the Somerset County Sheriff’s Office. All
requests for cards will be forwarded through channels to the Sheriff.
B. Air cards will be restricted to employees who have a need for them.
C. The use of air cards will be limited to time critical communications. Routine
communications will be made by other means.
D. Personnel issued an air card are responsible for the following:
1) Acknowledge receipt of the air card on a Form 17;
2) Notifying their supervisors if the air card is either lost or stolen;
3) Returning the air card to their supervisors upon request or when no longer
employed by the Somerset County Sheriff’s Office.
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Section 4
Capital Wireless Integrated Network System
CAPWIN

1. Scope
A. The Somerset County Sheriff’s Office has an agreement with the Maryland State Police
to use the Capital Wireless Integrated Network to provide the Somerset County Sheriff’s
Office with a tool to enhance communications for law enforcement activities such as
incident management. It will also provide a mobile interface to the Maryland Integrated
Law Enforcement System (MILES) and the FBI’s National Crime Information Center
(NCIC) database.
2. Definitions
A. CapWin System
1) The CapWin system provides wireless access for law enforcement personnel to
METERS/NCIC and the Maryland Motor Vehicle Administration (MVA).
2) Through CapWin, Deputies with mobile data computers (MDC) can run
METERS/NCIC queries from their vehicles.
3) CapWin is a wireless network designed to allow participating public safety and
transportation agencies to communicate with one another through the CapWin
message switch.
4) The system allows for unit‐to‐unit communications at incident scenes as well as
communications between mobile units and the Sheriff’s Office.
B. Authorized CapWin User
1) Authorized CapWin users are those persons who have received the required
CapWin training and possess a valid CapWin system log‐on and password.
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2) To access METERS/NCIC through the CapWin system, Sheriff’s office users must
receive authentication and authorization as required by both CapWin and the
Criminal Justice Information System (CJIS).
Positive Response – A response received from a CapWin system query of law
enforcement data bases which would indicate that some type of law enforcement
action is warranted or required.
False Positive Response – A response received from a CapWin system query which
indicates that law enforcement action is necessary or warranted, but upon
conformation through radio communications, the response is determined to be
incorrect and no law enforcement action would normally be taken.
False Negative Response – A response received from a CapWin system query which
indicates that no law enforcement action is necessary or warranted, but upon
confirmation of the response through normal radio communications, it is determined
that the response is incorrect and law enforcement action is indeed warranted.
Error Response – Any response received from a CapWin query which does not match
the response received via normal terminal response of METERS/NCIC.
Chat Room – A virtual room where two or more users can communicate electronically.
Chat rooms can either be public or private.
1) Public Rooms are visible and accessible to any user on the system.
2) Private rooms can only be joined by users who are invited to be part of the
conversation by the creator of the room.

3. Policy
A. Before using CapWin to run law enforcement queries, Sheriff’s Office users will receive
any and all approvals, authentications and/or authorizations necessary to access
METERS/NCIC.
B. Authorized CapWin users are responsible for their conduct while utilizing the CapWin
system and will comply with all applicable laws related to access to CJIS information and
all administrative guidelines as defined in the chapter.
C. Additionally, CapWin users will be required to receive training in the use of the CapWin
system and will comply with all applicable CapWin rules of behavior and Sheriff’s Office
guidelines as defined in this chapter.
D. Users will maintain their CapWin logon identification and password as confidential.
Users will not divulge their logon or password to others, and will not allow anyone
else to access the CapWin system with their logon and password.
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E. Instant messaging and chat rooms are available for official business and incident
management related to communications between CapWin users.
1) Personnel are reminded that all information sent over the CapWin system is
recorded and can be retrieved for review.
2) The content of electronic communications may be monitored to support
operational, maintenance, auditing, security, and investigative activities.
3) Users should structure their electronic communications in recognition of this
fact.
4) Neither the Somerset County Sheriff’s Office nor CapWin can guarantee that
electronic communications will be private. Employees should be aware that
electronics could, depending on the technology, be forwarded, intercepted,
printed, and stored by others.
5) All Sheriff’s Office regulations governing the use of electronic communications
will apply to the use of the CapWin messaging system.
4. Procedures
A. Capwin users will obtain confirmation with the Somerset County Sheriff’s Office or
Somerset Emergency Services 911 for any positive response indicating an active
METERS/NCIC hit (e.g. stolen, wanted or warrant), before relying or acting upon the
results. If the response is confirmed, the user will take the appropriate law enforcement
action.
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Section 5
Regional Automated Property Information Database
RAPID

1. Scope
A. Effective October 1, 2009, under the authority of the Business Regulation Article, 12‐
304, Annotated Code of Maryland certain secondhand precious metal object dealers
and pawnbrokers are required to submit transaction records to designated primary law
enforcement units within the county in which the license is held. The reporting is to be
completed electronically by noon the next business day. Transportation Article 15‐511
requires each automotive dismantler and recycler and each scrap processor to file
vehicle acquisition reports to the state electronically. The changes in Maryland law
necessitated that the state assume responsibility for the administration of a Statewide
data sharing system for all pawn, secondhand precious metal and automotive
dismantler, recycler, and scrap processor transition records. The Regional Automated
Property Information Database (RAPID) was designated as that system and the
Maryland State Police was designated as the agency responsible for its management
and administrative oversight.
B. RAPID Global Administrator and Technical Support positions are assigned to the
information Technology Division and provides Maryland law enforcement the ability to
receive, store, audit and analyze transaction reports as a tool to improve its ability to
recover stolen property, ensure legal reporting mandates, and monitor/analyze criminal
activity locally and Statewide.
2. Definitions
A. Approved Training – either scheduled training as provided under the program approved
by the Maryland Police and Correctional Training Commission or the training disc and/or
web‐link provided by the RAPID Governance Board of Directors.
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B. Authorized User – Those persons who have received the required RAPID training and
possesses a valid RAPID log‐on and password.
C. Primary Law Enforcement Unit – Primary Law enforcement Unit means the Department
of State Police, a police department, or sheriff, as designated by resolution of the county
or municipal governing body in the county in which the license is held. MSP is
considered the primary law enforcement agency in the following counties; Alleghany,
Caroline, Carroll, Dorchester, Cecil, Garrett, Somerset, Talbot, Washington, Wicomico
and Worcester.
D. Regional Automated Property Information Database (RAPID) – An Internet based
computer system that automates the delivery transaction information from
pawn/secondhand precious metal businesses and automotive dismantlers, recyclers and
where applicable, scrap processors. The system provides cross‐referencing capabilities
with National Crime Information Center (NCIC), MILES, SIRAS and other systems.
E. RAPID Governance Board of Directors – A body of three (3) appointed members who
represent the Governor’s Office of Crime Control and Prevention, Department of State
Police and the RAPID Global Administrator who jointly oversees the activities of RAPID
and acts on behalf of all participating Maryland Counties, licenses and allied
governmental agencies.
F. RAPID Help Desk Technician – Position assigned to the Internet Technology Division
(ITD), Maryland State Police. Primarily responsible for providing technical support to all
authorized users, administrators and program managers of the State’s database. The
position is also responsible for creating and managing all Maryland State Police user and
dealer accounts.
G. SIRAS – Certified database which collects item transaction information from
manufacturer point of shipment, retailer point of sale, and other product
orientation/origination points.
H. System administrator – Position assigned by the local Maryland State Police
commander or County Central Administrator within each participating law enforcement
agency or sub‐unit within their respective county and/or Baltimore City. Primarily
responsible for program user management and system security within their respective
area, agency or sub‐unit. Provides administrative support, technical guidance and
system management for/to each user assigned to that agency or sub‐unit. May also
represent a municipal law enforcement agency that has primary jurisdiction within a
municipality. In a municipality, this administrator is responsible for the management of
all dealer and user accounts within the respective jurisdiction.
3. Policy
A. Upon successful completion of an approved RAPID training program, the user will
ensure that the training certificate and signed security waiver are forwarded to the
RAPID help desk technician where they will be maintained for audit compliance.
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B. Upon receipt of the user training certificate and signed security waiver, the RAPID help
desk technician will create a user account and assign a password and notify the user of
same.
C. Users will maintain the RAPID log‐on identification and password as confidential.
Users will not divulge their log‐on or password to others, and will not allow anyone
else to access the RAPID system with their log‐on and password.
D. Authorized RAPID users are responsible for their conduct while utilizing the system and
will comply with all applicable rules and regulations.
1) Personnel are reminded that all database activity is recorded and can be
retrieved for review.
2) User activity may be monitored to support operational, maintenance, auditing,
security, and investigative activities.
3) Users should structure their database usage in recognition of these facts.
4. Procedures
A. RAPID will only be used by approved users conducting criminal investigations.
B. RAPID users shall comply with policy and Somerset County Sheriff’s Office regulations
governing the use of electronic communications.
C. If stolen property is identified using RAPID, the Somerset County Sheriff’s Office user will
report the ‘hit’ to the RAPID Help Desk Technician who will record the “hit’ and if
applicable, provide the user with the name and contact information of the County
Administrator for the county in which the property was located. Upon being notified,
that County administrator will initiate the required law enforcement hold as required in
Business Regulation Article, Section 12‐305.
D. All RAPID “hits” reported to the ITD help desk technician will be recorded and updated
for statistical reporting purposes.

Sheriff

Robert N. Jones
Somerset County
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